
  

 

Abstract—In order to protect OFDM wireless 

communication systems, information encryption protocol on 

high-layer is always used. However, it has very limited space to 

improve its safety performance. For this problem, we present a 

carrier power allocation algorithm to improve the secrecy rate. 

Firstly, the difference of each OFDM carrier channel fading 

coefficient is considered. Secondly, K-T condition is used to 

optimize the carrier power allocation to maximize secrecy rate 

with the limited total power, thereby enhancing the 

transmission security performance of OFDM system. 

Simulation results show that compared to the average 

allocation the secrecy rate of optimal allocation can be 

enhanced to 6.109bit/s/Hz at most with 128 carriers.  

 

Index Terms—Physical layer security, OFDM system, Power 

allocation, secrecy rate. 

 

I. INTRODUCTION 

Recently, OFDM (orthogonal frequency division 

multiplexing) technology has been widely used in various 

wireless communication systems for its superior 

characteristics of high spectrum efficiency and strong 

anti-multi-path fading [1]. Traditionally, the key encryption 

mechanism is used to encrypt the information to improve the 

security of the OFDM system. However, with the upgrading 

of the terminal handling capacity, key distribution and 

management of encryption mechanism has become more 

and more difficult to achieve.  

There are a small amount of literatures on the OFDM 

physical layer security. A differential encoding scheme is 

proposed in [2] to enable the information transmission of 

OFDM system with a low probability of intercept. In [3], 

[4], the confidential capacity of the OFDM system using 

different receivers in the eavesdropper is analysed, but did 

not put forward feasible program to improve the security 

transfer rate of OFDM system. 

It assumed that the average SNR of the receiver and 

eavesdropper, which does not match with the actual 

situation. Recent studies show that the safety of the system 

transmission can be improved through the resource 

allocation of fading channel [5]. In [6], the content of 

adjusting transmit power is analysed to achieve higher 

security transfer rate under flat fading channel. The similar 

conclusions in the non-ergodic fading channel are obtained 

in [7], [8], which provides a good idea to improve the 

security transfer rate of OFDM system through the rational 

allocation of carrier power under frequency selective fading 

channel. 
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Based on this, we use fading differences of OFDM carrier 

channel and propose a carrier power optimization allocation 

algorithm which can improve the security transfer rate of 

OFDM system. Firstly, in the case of the known information 

of channel state, we deduce the security transmission rate of 

the system with different average SNR of eavesdroppers to 

receiver by using broadcast eavesdropping OFDM channel 

model [9]. Secondly, to maximize the safe transfer rate, the 

power of each carrier according to KT condition with 

optimizing theory is allocated when the total transmit power is 

limited. Then, we use the optimized power allocation 

algorithm to enhance the security transmission performance of 

OFDM system. Also, the paper gives a detailed analysis of the 

influence of the number of carriers on the security 

transmission rate of the system as well as the influence of 

different average SNR on power distribution. Simulation 

results show that when the system uses 128 carriers, the 

security transfer rate of system with optimization distribution 

can be raised to 6.109bit/s/Hz compared with the average 

distribution. With the increasing number of carriers, the secure 

transmission rate is also increased.  

 

II. OFDM WIRETAP CHANNEL MODEL 

An OFDM wiretap channel model is shown in Fig. 1. The 

transmitter uses N-point IFFT to perform OFDM modulation 

on the input data. Authorized receiver and eavesdropper both 

use the N-point FFT to perform OFDM demodulation on the 

received data. Without considering inter-symbol interference 

and inter-carrier interference in the system, it can be 

considered that the system has N mutually independent carrier 

channel. We assume that the input signal is  1, NX x x  , 

which are independent and identically distributed. The input 

signal of the n-th carrier is Gaussian variables with zero mean 

and variance of 
np . The channel between transmitter and 

legitimate user is defined as the main channel, its feature 

vector is  1,...,b b bNH h h  .The channel between the 

transmitter and eavesdropper is defined as the eavesdropping 

channel, its feature vector is  1,...,e e eNH h h , where 

bnh ,
enh are the frequency domain characteristics of the main 

channel and the eavesdropping channel of the n-th carrier 

respectively. 
1[ , , ]b b bNN n n  and 

1[ , , ]e e eNN n n   are 

respectively the additive noise of main channel and the 

eavesdropping channel. 
bnn enn are additive white Gaussian 

noise of  the n-th carrier  with zero mean and variance of 
2

bn  

and 
2

en . The received signals of Receiver and eavesdropper 

are respectively  1, ,b b bNY y y  ,  1, ,e e eNY y y  , 
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where
bny eny are the reception signal of the n-th carrier to 

the legitimate receiver and eavesdropper respectively. 
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Fig. 1. OFDM wiretap channel model. 

 

Each sub-carrier and input signals of the carrier are 

mutually independent. The security transmission rate of 

OFDM system [9] can be expressed as 
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 ;n bnI x y  is the mutual information of sending and 

authorized to receive signals of the n-th carrier.  ;n enI x y  is 

the mutual information of sending signal and received signal 

of eavesdropper of the n-th carrier. Where    max 0,x x

 . 

Thus, we can deduce from Maximum mutual information 

condition from information theory 
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2

n bnh  and
2

n enh  represent the channel gain 

coefficient of the n-th carrier. 2[ ]n np E x  is the transmit 

power on the n-th carrier. In the actual situation, the noise 

variances of the receiver and eavesdropper are the same. So, 
2 2 2

1b b bn     ,
2 2 2

1e e en     . Then the secure 

transmission rate of the OFDM system can be expressed as 
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III. THE POWER ALLOCATION ALGORITHM TO MAXIMIZE 

THE SECURITY TRANSMISSION RATE 

Considering the total power is limited in the actual 

transmission,
1

N

n

n

p P


 , where P is a given total power. The 

allocated power of each carrier should be non-negative. 

Therefore, (6) is the objective function. The optimum 

allocation method of the carrier power to achieve maximum 

system security transfer rate is proposed. The maximization 

of security transfer rate can be described as the problems of 

constrained nonlinear programming  

 
n=1

max p s.t. ,
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N
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n

C p P
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 1, Np p p  . According to the K-T theorem [10], 

construct Lagrange function: 
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Therefore, firstly, we solve the K-T point in formula (8). 

Then selecting the maximum point from KT points, which is 

the optimal power allocation. The K-T condition can be 

written as 

 

2 2
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0n np                                          (11) 
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                              (12) 

 

Define 2 2

n e n b n       as the carrier power allocation 

factor. Then formula (9) can be converted into 

  2 2

n
n

b n n e n np p


 

   
 

 

                   (13) 

 

Obviously, when 0n  , there will be 0n   . We can 

deduce from (11), (12), 
np  must be zero. Therefore, we first 

determine whether the power allocation for each carrier factor 

is less than zero. If 0n  , the carrier would not be assigned. 

According to the conditions of K-T and 

1

0
N

n

n

P p


  , 0np        
 
                      (14)

 

As can be seen from the definition
 

of 
n , the power 

distribution factor is not only related with
 
the gain coefficient

 

when
2 2

b e  , but also with the background noise of each 

receiver.
 

For solving
 

the KT point, we consider the following 

situations
 

1)
 

If
 
the first equal sign in

 
formula (14)

 
is not met. We can 

see from
 
the formula (10) that 0  , 0n  , n in

 
formula 

(13) must
 
to be less than zero,

 
which

 
is in contradiction 

with the formula(11).
 
Therefore the first equal sign

 
in

 

formula (14) must be met.
 

2)
 

If the
 
second

 
equal sign

 
in formula (14) is set up.

 
There

 

exists 0ip  ,  1,2, ,i N  .
 

Then as long 

as 0
N

n

n i

P p


  , 1, ,n N  , the K-T conditions
 

have 
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already been met. Therefore, at this time there are 

infinite many K-T points. According to formula (8), 
i , 

 should meet  
2 2

0i i
i

b e

 
 

 
    . 

3) If the second equal sign in formula (14) is not met. We 

can see from the formula (11) that at this time 0n  . 

Since 0n  , we can see from the formula (13) 

that 0  .Put 0n   into formula (13), we can get  

 

 2 2 2

2 2

1

2 4
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n n n n n n

p
     

     


   

         

(15) 

 

If 0ip  , this is in contradiction with the hypothesis 

before. It means there will be no K-T point in this condition. 

From (15), it can be seen 2 2

n e b   . In summary, we can 

determine the final power allocation algorithm, as shown in 

Fig. 2. 
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Fig. 2. The processes of power allocation algorithm. 

 

IV. SIMULATION AND PERFORMANCE 

Without considering the specific modulation scheme in 

the simulation process, 
n n are accordance with uniform 

distribution from 0 to 2. Firstly we verify the security of 

optimization allocation. The system uses 128 subcarriers. 

We compare the secure rate of optimizing allocation with 

that of average allocation under different SNR. Then we take 

16 subcarriers to analyse the influence of different SNR on 

power distribution. We verify the consistency of conclusion 

in literature [8] and the results analyzed in this paper. 

Finally, we choose different number of subcarriers under the 

same SNR and analysis the effect of the number of carriers 

on the rate of system security. 

A. Comparison of System’s Safety Performance Between 

Optimal Allocation And Average Allocation  

Fig. 3 shows the difference between C5 of optimal 

allocation and average allocation when the number of carriers 

N = 128. It can be seen from the figure that C5 of optimal 

allocation is always not less than that of average allocation. 

The average SNR of receiver and eavesdropper is from- 5dB 

to 5dB. After improving the magnitude of the secure rate 

through the optimal allocation, the secure rate can be 

increased to a maximum 6.109bit/s/Hz compared to the 

average allocation. The rise of security transmission rate of 

optimization allocation is getting smaller and smaller when 

the average SNR of receiver and eavesdropper increasing. It 

is 2 20, 0b e   , (6) shows that at this time C5 will tend to 

1

log
N

n

n n









  
  
   


, the carrier improving space is getting smaller 

and smaller with the adjustment of carrier power. However, 

when average SNR reaches 25dB, secure transmission rate of 

optimizing allocation can still increase 0.4521bit/s/Hz. It 

means that as long as the average SNR of receiver is not very 

high, the optimal allocation can improve system security 

performance. We can also see from the figure that when the 

average SNR difference of receiver and eavesdropper is very 

big, C5 of even distribution are almost not able to improve 

compared to that of optimal allocation. It is because at this 

point the system is in an extreme state, resulting in the decline 

of system security performance. 
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Fig. 3. The security transfer rate difference of optimal allocation and average 

allocation. 

B. The Influence of Different SNR on Power Distribution 

Define the carrier number N = 16 to randomly generate a set 

of carrier channel gain coefficient, such as shown in Table I. 

 
TABLE I: THE GAIN COEFFICIENT OF RECEIVER AND EAVESDROPPER 

 1 2 3 4 5 6 7 8 

 
0.15

20 

1.379

1 

0.120

7 

0.333

4 

0.864

1 

0.45

99 

1.00

52 

1.738

7 

 
0.29

08 

0.098

9 

0.205

6 

0.553

1 

0.053

5 

1.06

79 

0.05

80 

0.208

1 
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0.03

14 
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8 
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0.380

6 
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99 
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9 
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Fig. 4 (a) shows that when average SNR of eavesdropper 

takes -15dB, the allocation results of carrier power change 

according to the average SNR change of receiver. When the 

average SNR of receiver is around -15dB, we can see from 

the figure and table1 that power distribution is mainly 

relevant with
n n  , which is consistent with the 

conclusions in literature [8]. With the increasing average 

SNR of the receiver, the power allocation of each carrier is 

approaching to the same value. The allocation result tends to 

average when it reaches about 20dB. The average SNR of 

receiver is far higher than that of eavesdropper, the average 

allocation is the optimal power allocation. This is due to we 

can consider 2 2,b n n e     this time, then approximation 

can be obtained from formula (15) 

 
2 4 2

2 4

e e e
np c

  



     ,it can be seen that the fading 

coefficient will not affect the power allocation of carrier , 

each carrier gets the same power allocation results  c  . 

Since   is determined by the number of carriers when the 

total power is constant, the size of power value of carrier 

allocation is also decided by the number of carriers. This 

confirms the simulation results of Fig. 3, when average 

SNRs of eavesdropper and receiver are respectively -15dB 

and 20dB. Optimal allocation has not improved significantly 

compared to the security transfer rate of average allocation.  

 

 
 

 
(a) The SNR of receiver is -15db; (b) The SNR of eavesdropper is 15dB. 

Fig. 4. The change of allocation results of carrier power according to the 

average SNR change of receiver. 

 

Fig. 4 (b) shows that when average SNR of eavesdropper 

takes -15dB, the allocation results of carrier power change 

according to the average SNR change of receiver. When the 

average SNR of receiver is around 15dB, we can see from the 

figure and table1 that power distribution is mainly relevant 

with n

n




, which is consistent with the conclusions in literature 

[8]. With the decreasing of 
2

e  or increasing of 
2

b , there will 

be more and more allocation factors of carrier power which 

are less than zero, fewer number of carriers is capable of 

providing secure transmission. When the average SNR of 

eavesdropper is far higher than that of receiver, all power 

allocation factors of carriers is less than zero, no carrier can 

provide secure transmission. No matter how to allocate power 

at this time, the security transmission rate of the system will be 

zero. This shows that it is extremely unlikely to perform 

secure transmission when the SNR of receiver is very low. 

This confirms the simulation results of Fig. 3, when average 

SNRs of eavesdropper and receiver are respectively -15dB 

and 20dB, the security transmission rate of the system is 

almost zero, optimal allocation is impossible to increase the 

security of the system. We can see from Fig. 4(b) that it is 

possible to perform security transmission by optimal 

allocation when the average SNR of receiver is below that of 

eavesdropper, this explains that as long as the conditions of 

receiver are not very bad, optimal allocation can improve the 

security transmission performance of the system. 

C. The Influence of the Number of Carriers on the Secure 

Transmission Rate 
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Fig. 5. The influence of the number of carriers on the secure transmission rate. 

 

Fig. 5 describes the security transmission rate of the system 

with different number of carrier. In the condition that the 

average SNR of receiver and eavesdropper is 10dB, when the 

number of sub-carriers is N=8, the secure transmission rate is 

1.006bit/s/Hz, when the number of sub-carriers is N=8, the 

secure transmission rate is 26.75bit/s/Hz, this indicates that we 

can improve the security of system by increasing the number 

of carriers. The reason can be derived from the formula (6), 

since when 0n  , 0np  , Then for any
 1,n N

,there will 

be
2 2

log 1 log 1 0n n n n

b e

p p 

 

   
      

    , therefore, with the 

increasing of N, C5 certainly show a rising trend. It can be seen 

from the figure that in the condition that the average SNR of 

receiver and eavesdropper is -15dB, when the number of 

sub-carriers is N=8, the secure transmission rate is 

0.1159bit/s/Hz, when the number of sub-carriers is N=8, the 

secure transmission rate is 1.865bit/s/Hz, this explains that in 
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low SNR condition, the increasing number of carrier wave 

can improve the security performance of system. This is due 

to the decrease of the SNR, 
2 2

b e 
, 

2

e gradually 

increases, it can be seen from formula (6) that C5 is in a 

declining trend, which causes the loss of security of the 

system, however, when the SNR is not very low, the 

increase in the number of carriers can still improve the 

security of the system. 

 

V. CONCLUSION 

A carrier allocation algorithm is proposed for improving 

secure rate of OFDM. Firstly, channel fading of each carrier 

is different with constant total transmit power. Then, we use 

K-T conditions to optimize the carrier power allocation for 

maximizing secrecy rate, thereby enhancing the security 

performance of OFDM system. Simulation results show that 

the secrecy rate of optimal allocation can be enhanced to 

6.109bit/s/Hz at most with 128 carriers. Although the 

number of carriers used by the system that can affect the 

security of the system, the rise of secure rate is also very 

limited with very low SNR. 
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